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Abstract— We define a conflict of interest policy and show
that the definition is sufficiently general to include several
well-known generic policies as special cases and to define po-
licies for different environments. We show that such conflict
of interest policies can be regarded as members of P(P(X)),
for some set X, where P(X) denotes the powerset of X, and
that such policies can be reduced to a canonical form. The
set of canonical conflict of interest policies can be model-
led by a subset of P(P(X)), A(P(X)). We derive upper and
lower bounds for |A(P(X))| and for the maximum length of a
string that would be required to describe a conflict of inte-
rest policy. We also discuss the composition of two conflict
of interest policies, an ordering for conflict of interest po-
licies, and possible simplifications in the expression of such
policies.

Keywords— Conflict of interest, separation of duty, access
control model

I. INTRODUCTION

UR recent work [1], [2], [3] is concerned with model-

ling the behaviour of a discretionary access control
mechanism (ACM) of a computer system using a deducti-
ve database. The purpose of this work is to reason about
the correctness of the implementation (that is, the confi-
guration of access control lists, say) of an abstract access
control policy (ACP). We model the state of the ACM as
a set of (access right) triples M C O x S x R, where O
is the set of objects, S is the set of subjects, and R is the
set of access rights supported by the system. Our model
is essentially the same as that of Harrison, Ruzzo and Ull-
man [4] with (o,s,r) € M if, and only if, r € [s,0] where
[s, 0] denotes the entry in the protection matrix for subject
s and object o.

In [3] a classification of ACPs was presented, and in [1]
we discussed the way in which ACPs could be modelled
as subsets of P(O x S x R). We observed that a policy,
P*, which specifies the triples that are authorised can be
represented as

Pt ={{z}:2€0 xS xR},
which is clearly equivalent to
Pt ={z:2€0 xS xR}.

Similarly a policy, P~, which specifies which triples are
forbidden can be represented as

P ={z:2€0 xS xR}

PT and P~ are similar to the positive authorisation and
negative authorisation policies in Ponder [5], from which we
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have borrowed the superscript notation. However, when
one considers separation of duty policies [6], it becomes
clear that each element of the policy must be a set of triples.
Specifically such a policy must specify those sets of triples
which form a conflict of interest. Hence a conflict of interest
policy, P®, is represented as

P® ={A;, COx S x R:ié€ I} where I is some index set.

Clearly if |4;| = 1, for all i € I, then P® corresponds
to a P~ policy. Thus we can and will use a conflict of
interest policy of type P® to model both P~-type policies
and separation of duty policies. Hence we assume a conflict
of interest policy defines any scenario which conflicts with
the integrity and confidentiality of the system (and not just
separation of duty constraints).

There are two ways of implementing a conflict of inte-
rest policy - static and dynamic. In the former, the access
control mechanism has the requirements of the conflict of
interest policy “embedded” into it, while in the latter the
ACM prevents the current configuration of the system from
violating the conflict of interest policy. For a more detailed
account of such considerations and the development of mo-
delling conflict of interest policies, with particular reference
to role-based access control (RBAC), see [7].

The first contribution of this paper is to provide a general
framework and notation for considering conflict of interest
policies. We will see that, in general, the components of
a conflict of interest policy are subsets of a set X, and
that a conflict of interest policy is therefore a member of
P(P(X)). Since |P(P(X))| = 2", where n = |X]|, the
number of conflict of interest policies appears to increase
doubly exponentially in the size of X, and that the length
(or description) of such a policy is potentially very large.

We then demonstrate that a simple observation about
the characteristics of conflict of interest policies leads to
a natural reduction of elements of P(P(X)) to a canoni-
cal representation of conflict of interest policies. We derive
upper and lower bounds for the size of the set of all cano-
nical representations, A(P(X)), and an explicit value for
(the length of) the longest canonical representation. The
lower bound for | A(P(X))] is a corollary of Sperner’s Theo-
rem [8], while the result for the upper bound, due to Han-
sel [9], is proved using a symmetric chain decomposition of
P(X) [10], and some elementary theory of partially ordered
sets [11]. En passant we suggest two methods for combi-
ning conflict of interest policies. We also include a table of
results for 1 < | X| < 8.

The remainder of this paper is organised as follows. In
Section II we introduce some fundamental definitions and
notation. In Section III we give some examples of conflict



of interest policies in order to illustrate the generality of
our approach. In Section IV we define canonical conflict
of interest policies and discuss two binary operations that
can be used to compose conflict of interest policies. In
Section V we state bounds for A(P (X)) and for the length
of the largest conflict of interest policy. In conclusion we
discuss certain simplifications to the model of a conflict of
interest policy which lead immediately to an explicit value
for the number of conflict of interest policies, and discuss
future directions for our work.

II. PRELIMINARIES

Definition 1: Let X be a set. An environment, E, is a
subset of X.

In general an environment will change over time. If ne-
cessary we could write E(t) to denote an environment at
time point ¢t € N, where N is the set of natural numbers.
An environment is evaluated with respect to a conflict of
interest policy. For example, the set of triples encoded by
a protection matrix forms an environment, and the set X
in this context is O x S x R.

Definition 2: A conflict of interest policy on X is a set
of subsets of X. Let a be a conflict of interest policy. Then
a = {41, A,,...} where 4; C X, for all ¢ > 0. In other
words, a € P(P(X)).

Definition 3: An environment, E, satisfies the conflict of
interest policy, «, if, and only if, for all A€ o, ANE C A
(where C denotes proper subset). In other words, « is
satisfied if, and only if, no member of « is contained in
E. (We will also say E violates « if E does not satisfy a.
E violates « if, and only if, there exists A € a such that
ACE)

In other words, a conflict of interest policy specifies which
sets of elements in X cannot all simultaneously be present
in the environment. Note that with the above definitions,
it {z} € o, then a prohibits & from entering E.

Ezample 1: Let X = {1,2,3}, an = {{1,2},{2,3}},
ay = {{1},{2,3}}, E1 = {1,3}, E; = {2}. The table below
summarises which environments satisfy which policies.
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Definition 4: Let a, 8 be two conflict of interest policies.
We say 3 is stronger (respectively weaker) if fewer (respec-
tively more) environments satisfy § than a. We will also
say that [ is more (respectively less) restrictive than a.

Remark 1: From the example above, we can see that gi-
ven two conflict of interest policies a and 3 such that for
all B € (3, there exists A € a with B C A, then § is a
stronger policy than a.

Proposition 1: Suppose o = {A1,... ,A,} and 4; C A;
for some 1 < 4,j < n, and define o' = o\ {4;} where \
denotes set difference. Then an environment, F, satisfies
a if, and only if, E satisfies a'.

Proof: “=7” Follows immediately from the fact that
o Ca.

“«<" The proof proceeds by contradiction. Suppose that
E satisfies o/ but does not satisfy a. Clearly A; C E is the
only possible way in which E does not satisfy . However,
by construction, A; C A; C E, and hence E does not
satisfy a'. [ |

Definition 5: A pair (P, <) is a partially ordered set or
poset if for all p,q,r € P
* PSP,

e p< g and g < pimplies p =g,

e p<qandq < rimplies p <.

In other words < is a binary relation on P which is reflexive,
anti-symmetric and transitive, respectively. We will write
p < ¢ if, and only if, p < ¢ and p # ¢; and p || ¢ if, and
only if, p € ¢ and p % q.

Definition 6: If (P, <) is a poset, then ) C P is a chain
if for all ¢1,q2 € Q either ¢ < g2 or ¢ < q1. @ is an
antichain if for all ¢1,q2 € Q : ¢1 || ¢2- We denote the set
of antichains by A(P).

Definition 7: Given a poset, (P, <), and p, ¢, € P, we say
q covers p, denoted p < ¢, if p < ¢ and p < r < ¢ implies
p=r.

III. EXAMPLES OF CONFLICT OF INTEREST POLICIES

In this section we will illustrate the application of our
approach using two different access control models. In the
first set of examples we assume the protection matrix mo-
del, and in the second a role-based access control model
(RBAC). In both examples we indicate the sets which cor-
respond to X and E. We focus our attention on static
conflict of interest policies. We conclude the section with a
brief discussion of RSL99 [7], a logical language for expres-
sing separation of duty constraints within the RBAC96 [12]
models.

A. The Protection Matriz Model

Let M denote the protection matrix, O the set of objects,
S the set of subjects and R the set of access modes. We
will write [s,0] C R to denote the access modes available
to subject s for object 0. (Most systems which employ this
model use access control lists, corresponding to a row in
M, or capability lists, corresponding to a column in M,
to represent the matrix [3].) In this case X = O xS x R
and (for static conflict of interest policies) E is the set of
triples encoded by M. (The environment in the dynamic
case is the set of active triples which have been invoked by
subjects and granted by the access control mechanism.)

Suppose now that 01,00 € O, S = {s1,... ,s,} and z €
R where x denotes “execute” access. We now give some
simple examples of conflict of interest policies.
o Subject s is prohibited from executing o;.

ar = {{{o1,s1,2)}}

oy is satisfied provided x ¢ [s1, 01]. This is a trivial exam-
ple of a negative authorisation policy.
« No subject can execute both o; and o02.

Q2 = {{(01:5:$>: (02757$>} HERS S}



ay is satisfied provided x & ([s,01] N [s,02]) for all s € S.
This is a trivial example of a separation of duty policy.
e There is no “super-user”.

as = ({0 x {si} x R}

i=1
o No subject is permitted to execute any file.
as = {{{0,s,2)} : 0€ 0,5 € S}

a4 is satisfied if for all 0 € O and for all s € S, « & [s,0].
If we combine the features of oy and as we see that the

composite policy o' = oy Uas \ {{o1, 51, ), (02, 51, )} since

{{o1,s1,2)} C {{01, $1,%), (02, 51,2)} (see Proposition 1).

B. The Role-Based Access Control Model

We assume the existence of a set of roles, R =

{r1,...,rn}, aset of users, U = {uy,...,un,}, and a user-
role assignment relation, UA C U x R, [12]. We will denote
the set of roles to which a user, u, is assigned by p,,. In this
case X = U x R and (in the static case) E = UA. (The
environment in the dynamic case is the “active” user-role
assignments determined by the sessions which a user is run-
ning [12].)
o User uy cannot be assigned to role ry. (Strangely this ty-
pe of constraint or policy is rarely mentioned in RBAC li-
terature. The administrative model URA97 provides cons-
traints which can prevent users being assigned to roles, but
these constraints are usually articulated in terms of existing
user-role assignments [13]. It is not immediately obvious
how such constraints could be used to implement a policy
which precludes particular user-role assignments.)

B = {{{u1,r1)}}

o No user can be assigned to both roles r; and 7.

52 = {{(u,m), <U7T2>} ‘u € U}

This is the classic separation of duty policy encountered
in RBAC literature, and is usually expressed as the pair
(ri,m2).

o Users u; and uy cannot occupy both or one of each of
the two roles r; and r». This kind of policy was identified
in [7] and aims to prevent collusion between two (or more)
individuals to compromise system security.

B3 = {{<U1;7'1>; <U1,7”2>},{<U2;7“1>; (U2;7“2>};
{{u1, 1), (ua, 2} }, {(ua, m2), (w2, 1) }}

It should be mentioned that most RBAC models include
a role hierarchy [12], [14], [15], [16] which impacts on con-
flict of interest policies. The most detailed discussion of
separation of duty constraints and their realisation within
a functioning access control system is found in [17] (which
is a realisation and refinement of the NIST model outlined
in [15]). The RBAC database includes two relations ssd
and dsd for static and dynamic separation of duty cons-
traints, respectively. These constraints are assumed to be
simply mutually exclusive pairs of roles.

We now discuss the additional constraints identified
in [17] which ssd (and dsd) must satisfy in a role-based
context. The ssd relation must be irreflexive and symme-
tric. The irreflexivity condition is introduced to prevent a
mutually exclusive pair (r,r) from being entered into the
ssd relation. The assumption being that such a pair would
only have the meaning that no user could be assigned to
the role r. We would argue that, as in policy [;, there
is a useful place for such constraints when one includes a
user component. (The symmetric condition is introduced
in order to establish certain logical equivalences between
constraints in the NIST model in the presence of a role
hierarchy, and to thereby reduce the number of logical tests
in the implementation of the database update operations.)

Furthermore, if (ry,7,) € ssd then

1. {r1,72} € A(R) where the role hierarchy is interpreted
as a poset (R,<). (This constraint is not articulated in
this way in [17].) It is obvious that this is necessary when
one considers that if, without loss of generality, r1 < ra
and (ri,re) € ssd then no user can be assigned to rs or
any role senior to it.
2. triNtry =0 where tr = {r' € R:r" > r} denotes the
set of roles senior to r and is borrowed from the “up-set”
notation of poset theory [11]. This is because if r € tryN 1
ro no user can be assigned to the role r. It is less easy
to justify this constraint, particularly if finer granularity
is allowed in the specification of users as in our examples
above.

We can of course describe the relations ssd and dsd wi-
thin our framework, but the environment becomes more
difficult to describe. (Specifically for each user, u, we have
a separate environment, p,,, the set of roles u is assigned.)
In short, we believe the NIST approach (and the broadly
similar approach adopted in the Role Graph Model [14])
to separation of duty policies omits the vitally important
user perspective.

C. The RSL9Y9 Language

A more flexible and wide-ranging discussion of separation
of duty policies was presented in [7], and included policies
in which users were a factor in policy specification. The
paper introduces a logical language, RSL99, in which se-
paration of duty policies are expressed. For example, the
RSL99 statement

|roles®(0E(U) NOE(CR))| < 1 (1)

expresses the constraint that for the collection of sets of
roles, CR, no user can be assigned more than one role in
any of the sets contained in CR. In other words, in our ter-
minology, (1) states the conditions for satisfaction of the
conflict of interest policy CR. Therefore, we would argue
that we could simply express this policy as a set of mu-
tually exclusive pairs. We pursue this line of thought in
Section VI.

IV. CaNoNicaAL CONFLICT OF INTEREST POLICIES

Definition 8: Given a conflict of interest policy a =
{A1,A45,... Ay} € P(P(X)) where A; C A; for so-



me 1 < 4,5 < n, we say a can be reduced to o' =
{A1, A9, JAj_1,Aj, ..., A} € P(P(X)).

By Proposition 1, this reduction has no impact on the
expressiveness of the policy. Hence we introduce the follo-
wing definition.

Definition 9: We will write a | o if @' is a reduction of
a, and a |* o' if there exists a sequence of reductions such
that

a=arlay -l =a, k>1,

and no further reductions can be applied to ay; o' is called
a canonical representation of the conflict of interest policy
a.
Remark 2: Note that (P(X),C) is a poset, and that a
canonical representation of a conflict of interest policy is a
member of A(P(X)). We will denote the set A(P(X)) by
Ay, where n = |X|.

We will simply say that o' is a canonical conflict of in-
terest policy. In the remainder of this paper we will only
consider canonical conflict of interest policies.

Proposition 2: For all « € P(P(X)), o/,a" € A(P(X)),

al* o and a l* o implies o' =a.

That is, there is a unique canonical representation for any
policy a.

Proof: (By contradiction) Suppose A’ € o' and A’ ¢
a'". Then there exists A" € o such that A’ C A" since
A’ has been eliminated from «'. Hence A" ¢ o' since
A’ € a'. Therefore, since A” has been eliminated from
o, there exists A" € o' such that A" C A"'. This is
a contradiction, since A’ ¢ A” c A" and A", A" € o'.
Hence all A’ € o' also belong to a. The converse argument
shows that all A” € o' also belong to o'. [ |

Definition 10: Let a,3 € A,. Then a < S if, and only
if, for all A € « there exists B € 8 such that A C B. As
usual we will write a < B if a < 8 and a # .

Proposition 3: (A, <) is a poset.

Proof: ~ We need to prove that < is reflexive, anti-
symmetric and transitive. It is clear that the first and third
of these properties hold. We prove < is anti-symmetric by
contradiction. Suppose that a < f and 8 < «, but a # 3.
Without loss of generality we can choose A € a such that
A ¢ 3. Since a < 3, there exists B € 8 such that A < B.
Furthermore, B ¢ « since a € A, and hence contains no
chain. Therefore, there exists C' € a such that B < C
since 8 < a. Hence A < B < C with A,C € «a, but «a is an
antichain. |

Bearing in mind Remark 1, we see that a < o/ implies «
is more restrictive than «/. Note that (P(P(X)), <) is not
a poset, since, for example, {{1},{1,2}} < {{1,2}} and
{{1,2}} < {{1},{1.2}} but {{1,2}} # {{L}.{1,2}}.

Definition 11: Given two conflict of interest policies, «
and o/, we define the following operations:

where a U’ [* a';
where a U o' t* "

axa =ad’,

a+a = an7
and 1 denotes the reduction obtained by omitting the sub-
set rather than the superset in Definition 8.

Clearly the operations + and x are associative, commu-
tative, and closed. Furthermore, the policies {0} and {X}
are identity elements for + and X, respectively. That is,
the set of canonical conflict of interest policies and either
of the above operations forms a monoid [18]. The opera-
tion X is intended to merge two policies by including the
stronger aspects of the two policies, and + combines two
policies by including the weaker aspects of the two policies.

Ezample 2: Let X = {1,2,3}. We have, for example,

{{1},{2,3}} < {{1,2},{2,3}}
<{{1,2},{1,3},{2,3}}
<{{1,2,3}},

{{1},42,3}) < {{2},{1,3}} = {{1}, {2}},
{11,42,3}} + {23, {1,3}} = {{1,3},{2,3}}-

Note that

{{1h {2} < {{1}, {2}, {3}}
= inf {{{1},{2,3}}, {{2}. {L.3}} }.

In [19] we explicitly derive binary operations V and A
such that (A,,<) is a finite distributive lattice [11]. In
fact, « + &’ = a V o' = sup{a,a’}. However, in gene-
ral, a x o/ < aAd = inf{a,a'}, where sup{e,a'} and
inf{a,a'} are the least upper bound and greatest lower
bound [11], respectively, of @ and «'. Figure 1 shows the
lattices (P(X),C) and (A(P(X)), <) for X = {1,2,3}.

V. STRUCTURAL COMPLEXITY RESULTS

Definition 12: The length of a conflict of interest policy
is defined by the function [ : 4,, = N where

0 a=10,
l(a) = Z |A| otherwise.
A€a

The length of a conflict of interest policy is a measure of
the complexity of describing it (by a string, for example).
Theorem 1 (Sperner’s Theorem [8]) For all o € A,

1< ()

with equality if, and only if,

{ACX :|Al =%} n even,
a=q{ACX A =21} or
{ACX: |4 =2} n odd.

We now state and prove an analogous result, for the
length of a conflict of interest policy.
Lemma 1: For all a € A,

t@) < /21 ()

with equality if, and only if,
{ACX:|A|=%} or
{AC X : |4 = n82)
{ACX:[A] = 21}

a= n even, (2)

n odd.



Proof: We first note that the three definitions of «
given in (2) belong to A, and have the required length.
This is justified by the fact that

n n
_— = <
(n r)(r> (7‘+1)<T+1> forall0 <r < n,

and that when n is even [n/2] = n/2. Hence, when n is

(n—r)<’;> :(r+1)(ril>

is equivalent to

(ora) = (31) (o)

We now follow the approach of the original proof of Sper-
ner’s Theorem [8].

Let 8 € A, be any policy with maximal length. We will
prove that 8 = a. Define

|B] ={B€p:|B|=1} where
v={C C X : there exists B € |3] such that B < C};

! = min |B],
Beg

[l ={B€pf:|B|=u} where u= %12§|B|,
d ={D C X : there exists B € [] such that D < B}.

Define
=(B\[pH U
Then, for all 8 € A,
B' € An, (3)
and, for all u > 22,
1B) > 1(8) with equality if u = ”T” @)

Analogous results can be proved for " = (8 \ |8]) U~y
(These are left as an exercise for the interested reader.)

We prove (3) by contradiction. Therefore, suppose ' ¢
Ap. Then there exists D € ¢ such that B C D for some
B € 3\ [B]. However, this implies that there exists B’ €
[3] such that D C B’ by construction of §, and hence that
BC B and 8 € A,.

We prove (4) by counting N, the number of pairs (B, D)
such that B € [], D € § and D < B, in two different ways.
For a particular B € [[] there are exactly u such subsets
D (obtained by omitting one of the u elements of B). For
a particular D € ¢ there are n — (u — 1) possible subsets B
which cover D, since |D| = u — 1. However, not all of these
are necessarily in [3]. Therefore, we have

ul[B] = N < (n—u+1)[d]. (5)
Hence
|0] u u
B n—u+1” u—1 (©)

since
n+2 .
U > > implies n—u+1<u—1.
Therefore, by (6),
1(8") = 1(B) = ul[B1] + (u — 1)|4]
. . n+2
> () with equality when u = 5

Since, by assumption, § has maximal length, (3) and (4)
imply

n+ 2

n
u < and, analogously, I > 5"

We now have three cases:

n odd: whence u =1= [n/2] and 8 =

n even, | = u: whence either u =1 =
and 8 = q;

n even, | < u: whence we derive a contradiction as follows.
Since [(0) is assumed to be maximal and

18) <18y < fuf21( ) )

we must have equality in (7), and hence equality in (5). In
other words, for each C' € v every superset B of C' must
be in [3]. Now choose some B € 3\ [#] and C € ~ such
that |[B N C| is a maximum. Since |B| = |C| = u —1
(|IBl=u—1asl=u—1)and B # C, there exists some
be B\ C and some ¢ € C'\ B. Hence, because we require
equality in (5), CU{b} € [B], C" =C U{b} \ {c} € v and
|[BNC'| = |BNC|+ 1, contradicting the maximality of
BncC.
|
Definition 13: For 0 < r < n, we define 4], C A, as
follows:

An = afa € Ay max(|A]) =1}

In other words A], is the set of all conflict of interest policies
each of which has a largest set of cardinality 7.
Ezample 3: Let X = {1,2,3}. Then

= {{{L,2}}. {{1,3}}, {{2.3}},
{1342, 31}, {42}, {1, 31}, {43}, {1, 2},
{{1,2},{1,3}}, {{1, 2}, {2, 3}}, {{1, 3}, {2,3}},
{{1,2},{1,3},{2,3}} }.

Lemma 2: For all 0 < 7 < n there exists a € A, such

that |a| = (7).
Proof: Let o = {A C X : |A| = r}. The result follows
immediately. |

Corollary 1: Let ¢(n) =

|A,| and v = (Ln72j)' For all
n>1,

2”22 —(n+1)>2".
—

Proof: We first note that

=D AL = AR

r=0



¢(n)

2

5

19

167

7580

7828354

2414682040998
96130437228987557907788

[/ BEN B NG TN JURS ORIy

TABLE 1
¢(n) FOR1 < n <8

Furthermore, by Lemma 2, there exists o € A], such that
la] = (7) for all 0 < r < n, and every subset of a be-
longs to A],. The number of ways of choosing such subsets
(excluding the empty set) is 2(*) — 1. Hence

n n

o(n) =320 -1 =320 —(n+1).

r=0 r=0

Theorem 2 (Hansel [20]) For alln > 1,

2 < Jo(n)| < 3.

Proof: The left-hand side of the inequality is proved
in Corollary 1. The reader is referred to [20] for the proof
of the right-hand side of the inequality. The basic idea is
to observe that there is an isomorphism between the set of
antichains and the set of filters [11] in a poset, and then to
construct a (symmetric chain) decomposition of the poset;
this enables the enumeration (with duplicates) of the set
of filters. ]

The problem of determining ¢(n) was first posed by De-
dekind [21] and is known to be very difficult. The value of
¢(n) for n > 9 is not known. Table I shows values of ¢(n)
for 1 < n < 8. This table is reproduced from [11].

We denote the upper and lower bounds obtained in Theo-
rem 2 and Corollary 1 by ¢(n) and ¢(n), respectively. Ta-
ble II shows the values (in floating point notation to aid
comparison) of ¢(n), ¢(n), ¢(n) and 22" for 1 < n < 8.

VI. CONCLUSION

We have presented a general framework for the articu-
lation of conflict of interest policies which include nega-
tive authorisation policies and separation of duty policies
as special cases. We believe our approach offers a more
complete characterisation of such policies, and significant-
ly extends the class of policies for role-based access control.

We have not restricted our attention to policies consi-
sting of mutually exclusive pairs, but noted in Section III
that separation of duty policies are usually modelled in
this way. That is, a = {Pi,...,P,} where |P;| = 2 for
1 < i < n. The only exception we have found is [7], but
the subsequent development of the logical language the au-
thors use to express conflict of interest constraints makes

it clear that although the A;s may have cardinality greater
than two, the policy is violated if any pair P C A; for some
A; € a enters the environment. We note that with this in
mind, we can rewrite an arbitrary policy

Oé:{AiZiEI}

as the following

' . |Al|

@ —ieLJI{P“,... , P, }, where i, = < 5 >
In other words, we replace each A; € a by the set of all
pairs of elements in A;. In terms of the partial order of
Definition 10, o/ < «a with equality when |A;| < 2, for
all i € I, so o' is, in general, more restrictive than a.
Therefore, an arbitrary conflict of interest policy, «, can be
expressed as a policy of mutually exclusive pairs, o', which
is at least as strong as «. (This assumes that singleton and
doubleton sets in « are “replaced” by themselves.) It can
easily be seen that there are at most

(£) -5

such policies, and that the longest such policy is
2m(2" - 1).

Hence, if the usual assumptions are made about the defini-
tion of separation of duty policies, the complexity of such
policies can be readily described. However, we feel that the
effort involved in investigating the general case has been
worthwhile. It has led to us developing a general theorem
about finite partially ordered sets and their embedding into
a complete lattice of subsets of that set [19], which in turn
we hope to use to develop a more sophisticated model of
role-based access control.

In the future we will investigate more sophisticated stra-
tegies for selection from a symmetric chain decomposition
(as in the proof of Theorem 2) in order to improve the
upper bound on ¢(n).

Finally, we intend to generalise the definition of sym-
metric chain decomposition to an arbitrary poset, P, and
thereby produce an upper bound for |A(P)]|.
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Fig. 1. The Lattices (P(X), C) and (A(P(X)), <) for X = {1, 2,3}

{H{13{21,{3}}

n| v o(n) ¢(n) b(n) 2"
1] 1 2 2 3 4
2| 2 5 5 9 16
3| 3 16 19 27 256
4| 6 95 167 729 65536
5110 2110 7580 59049 4294967296
6 20| 1.114237 x 10° | 7.828354 x 10° | 3.486784 x 10'2 | 1.844674 x 10'8
7|35 | 6.872367 x 100 | 2.414682 x 10'2 | 5.003155 x 10'6 | 3.402824 x 1038
8 | 70 | 1.180736 x 102! | 5.613044 x 10%? | 2.503156 x 1033 | 1.157921 x 1077

TABLE II

#(n), p(n), ¢(n) aND 22" FOR 1 < n < 8



